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Physical miles driven necessary for L2-L5 validation

Akio Toyoda, President of Toyota @ Paris Auto Show
“It is estimated that some 8.8 billion miles of road
testing, are required”

Miles Driven by Major Autonomous Vehicle Developers Compared
to Miles Needed to Statistically Prove Equivalent Safety to a Human Driver
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RAND - Driving to Safety Study
275M fault free miles needed to
achieve equivalent safety to human driver
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Millions of miles driven
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https://www.electronicdesign.com/automotive/testing-unknown-real-problem-autonomous-vehicles
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Demonstrating Safety is the Critical Engineering Challenge

o

‘—

2018 Reader Survey

Exclusive research by

ANSYS I SAE Insight into the Evolution of
THaCAE A : ~ Autonomous Vehicles
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“Public Confidence and
Adoption” is the number 1 1
barrier to the widespread
adoption of fully
autonomous vehicles

s 3

| — -

= =

Demonstrating Safety is 4’-;‘
the Critical Engineering &/ —=

Challenge




|
ANSYS addresses all key elements of autonomous vehicles

_ Human-Machine
Sensors "
\ Interfaces

Automated Driving
Software
Computing Platform




ANSYS Digital Safety Solutions for ADAS/AD
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ANSYS Digital Safety Solutions for ADAS/AS
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ANSYS AV Technology Stack

Systems Architecture & Functional Safety + Cybersecurity Analyses
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1 Functional Safety & Cybersecurity Analysis

“Sensors \
“CIosed-Loop Simulation \

“Control Software

“ Automated Driving Software

“Vehicle Platform




Safety of ADAS/AD Systems

02 03

Motion Motion
Planning Execution
Safety of the Intended Functional Safety Analysis

Functionality (SOTIF) (FuSa)




FuSa vs. SOTIF

2019 ANSYS, Inc. A onfidential m
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Methods in the FuSa and SOTIF Processes

Functional Safety Concept SOTIF Concept

FuSa SOTIF

acc. ISO 26262 acc. ISO PAS 21448

Limitations & Weaknesses
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ANSYS provides a model-based, system oriented solution for
functional safety analysis (FuSa)
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Architecture Modeling is common for FuSa and SOTIF:

Highway Autopilot example

58 Item Overview Architecture - Highway_Pilot_SOTIF_006 &2
Telorrs g B 7| -~ A « - v|_'|E$Evﬂ%vg—auvﬂlnv|_'|,|||’N||FO% v||“,§
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SOTIF Hazard Analysis and Risk Assessment (HARA):
Establishing functions and malfunctions for the Highway
Autopilot example

Scenario Analysis = | B -
type filter text o
E(Combined

Lecation Envircnment Operation Mode of tem | Traffic and People Exposure) Malfuncticning Behaviour Hazard Severity | ¢
Highway Pilot active, Other car overtakes, merges in . Crashing into passenger

Motorway Daytime, dry and sunny speed controlled (free and immediately after brakes | E2 [MF_I!MQ] No emergency I::lra_klng t» car from behind (high 53
running) strong reaction on close motor vehicle, delta speed)
Highway Pilot active, Other car overtakes, merges in : : Crashing into passenger

Motorway Daytime, dry and sunny speed controlled (free and immediately after brakes | E2 [CT;::F'ELEFSE?:;?W&T;I”Q L car frem behind (high 52
running) strong delta speed)
Highway Pilot active, i P Following car crashes into

Motorway Daytime, dry and sunny speed controlled (free Other car truck or m?tque Ed [I"-.-’IF.'I'I'D] Unjustified strong v ego car from behind (high | 53

. following closely behind braking

running) delta speed)
Highway Pilot active, i .

Motorway Might time, heavy rain :E::?n;?ntrnlled (free Motorcycle on ego lane E2 Eg;ﬁ:]ﬂﬁiliTeegz:gvher;iﬂrE » Crashing into motorcycle |53
Highway Pilot active, .

. . . [MF-049] No emergency braking | . .
Motorway Might time, heawvy rain :E:s?n;?ntrnlled (free Motrocycle on ego lane E2 reaction on close motor vehicle. | Crashing inte motorcycle |53
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Safety Concept is improved; Requirements are refined

Safety Goal
(from HARA)

DE Functional Architecture (initial) - Highway_Pilot_SOTIF_00& L= *FSC for SG01 - Highway_Pilot_SOTIF_ 006 &2
Tohorms 9 Rl R A
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Prevent unjustified strong
braking

SR-058 T ASILC

AR-06D » ASIL C
Prevent gensrating em ergeny
brake request without collision-
critical object

SR-DE1 o ASILC SR-062 < ASIL C

Prevent performing strong
brake manewver which is
not commanded

/ SR-058 @ ASILC
Prevant reporting objects as

\'c-ll sion-critical if they ara
not

L\ oo PN

Prevent reporting of non-
existing chjects

Pravent generating a sudden
low speed setpoint

SR-DE3 < AIILD SR-064 rASIL 3' SR-066 <+ASLD SR-DEB < ASLD SR-070 < ASILD SR-067 <ASILD SR-071 < ALILD
DETECT/PREVENT: Ghost - DETECT /BPREVENT: Okject DETECT/PREVENT: Creating DETECT/PREVENT: Creating DETECT FRREVEMT: DETECT/PREVENT: Strong
C + SR-065 ASILD
object or negligible chject DE-T'E.:-rLd l:RIEZE:\tL Ebtle;h DETECT/RREY Eﬁ' ; ced reported as intersecting with an emergency brake request SR-D5D < ASIL D an ermergency brake Comrnanding & significantly braking althouwg not
reported ¢ . differance rzportad hpgh go lzne although it is not without 3 target chject DETECT/PREVENT: Creating % 'eausst on an object whic 00 slow speed {suddenly) commanded
icallision appears mars an emergency brake request

on am object which is not

Functional Requirements:
Initial iteration: imported from normal function development (medini offers interfaces to all major requirements engineering tools)
Following iteration (system improvement): derived from safety analysis (e.g. FTA events)
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SOTIF Triggering Con

itions Analysis:

Building in medini Scenarios to be simulated in VRXPERIENCE

w [= Triggering Conditions Extracted ... ("Triggering Events")
s Scenario 'Cut-in and brake'
Ea Scenaric 'Motorcycle in front at poor visibility'
Ea Scenario 'Coke Can on Road'

Import/Export to
OpenSCENARIO standard
under preparation

w = Triggering Conditions Excracted ... ("Triggering Events")
W ga Scenario 'Cut-in and brake'
Scene Elements
Scene Elements: » (1 Scene Elements
. ~ [ Road
What is around Roadtype = Highway
Mb of Lanes = 3
J Lane 1
I Lane 2
J Lane 3
~ [ Moving Objects
2 Vehicle 1 (Ego Vehicle)
1 Vehicle 2
s~ [ Weather and Light Conditions
General Weather = sunny
Time of day = plain day
Mluminance = 90,000 |x
Visibility = 10,000 m

w [ Story
. (@ [F-001] Cut-in and brake
Story‘ Activity Diagram
What is happening Alternative Representatiol. ..wn Graphics

] Vehicle b behind me on left neigbhbor lane

i1 Vehicle b is overtaking me

@ |nitial Mode

i1 Vehicle b is in front of me ... lane and left neighbor lane
i1 Vehicle b is in front of me on my lane

%) Vehicle b is braking with decel > 3 m/s™2

® Final Node

Vehicle b appears within in sensgr horizon behind Ego Vehicle

e «» Vehicle b behind Ego on left neigbhbor lane
=L -

Vehicle b starts passing Ego Vehicle|(overlap of security area begins)

«=» Vehicle b is overtaking Ego vehicle

Vehicle b starts cutting into Egp lane (vehicle intersection
of vehicle b contour and my Idne begins)

'm b «» Vehicle b is in front of Ego Vehicle on Ego lane

-—D o and left neighbor lane

Vehicle b's contour is gntirely on Ego lane

«» Vehicle b is in front of Ego Wehicle on Ego lane

=D e[ —

After 1...25: Vehicle b is starting strong braking maneuwver

«» Vehicle b is braking with decel always > 3 m/s"2

= (Lo }—

Ego vehicle is triggering an emergency
braking maneuver (end event of critical scenario

Critical Conditions

Activity Diagram
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ﬂVehicle Platform
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ANSYS AV open and customizable simulation environment

A comprehensive
simulation software

Camera
Sensor

Lidar
Sensor
Providing:
i cs-based
v' Sensors & light models ulation SReandsi)rr
v" 3D world
v’ Scenarios
v" Vehicle dynamics
Ultrasonic
Sensor

+ closed-loop platform

Headlam
+ development tools P
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ANSYS addresses all key AV sensors

Radar vl R Lidar

Camera ) W= ST Ultrasonic

Three phases for each sensor

Component Development Vehicle Integration Scene Simulation




Camera: Simulation from component design to full scenarios

Component Development

Optical, Thermal, Structural

Design & Analysis
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Camera: Simulations in adverse weather conditions

Headlamp outer lens with water droplet build-up

Simulations are performed using a headlamp model with
an integrated camera and LiDAR sensor

Pixel beam LiDAR sensor Camera Sensor

4

Headlamp outer lens with 3M hydrophobic film
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Camera: Real world fault detection - solar glare “

Traditional Rendering Engine ANSYS’s Physically Accurate Simulation

Sensors Fails
No Sun Glare
Detected

Requires further
physical testing on
road
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LiDAR: Real world fault detection - paint colors

Simulate LiDAR performance taking into account the IR reflectivity of car paints

R T e T BLUE CAR PAIN
White Car Paint - Returned Amplitude Black Car Paint - Returned Amplitude Black IR Car Paint - Returned A

Log [amplitude]

White Car Paint - Returned Amplitude with Threshold Black Car Paint - Returned Amplitude with Threshold Black IR Car Paint - Returned Amplitude with Threshold
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Radar: Real world fault detection - guardrails Radaf

Radar Sensor Perception

Om/s
53 metersT

&

Base Scene

Ego vehicle
10 m/s
0 meters

{
g

a

Pedestrian S
All distances are referenced to the Ego Vehicle

Adding Guardrails

N

750
Range [matar]
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ﬂVehicle Platform
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ANSYS AV open and customizable simulation environment

Simulation
. . . X
Open Loop @[ I-ToAJe] I (Scenario Validation) s
° . ;
(Scene SImUIatlon) Sensor Models: Radar, Camera, LiDAR, ]
ﬁ Ultrasound, Speed, GPS, V2X ... 2
O o
Radar = Environment ==—— == e - =
§ : AV Software | o O
LiDAR = : ! _‘:_’
Camera é Traffic Objects & - Perception » ::Iao::m?: » E)I::z:t(;:)‘n : ;’
S Behavior | & 1 | :
- | I = 0
Ultrasonics g et | = S
Motion & Vehicle C ts & Vehicle Dynami i
Rendering _ ehicle Components & Vehicle Dynamics T
L
Data I Validation
Simulation
Models: World, Vehicle & Software Results System
Safety
Requi t .
Physical: Simulation: SRl Analysis
World & Sensor World & Sensor Scenarios
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3D World model & preparation 3D World Model

Support any process able to capture real world
into simulation with very high fidelity road
database and photorealism.

Key Features

- Ease the creation of 3D road environment
openDrive compliant
Import map data : OpenStreetMap, Here...
Trim the world from libraries
Set physics-based materials from libraries

Use case
- Create high fidelity 3D world model

- Automate 3D world model creation for
quick and fast simulation test




3D World Model

xample: Tomtom HD map import

COUCHES
[ Trajectoire

[ routes (3D)

[ intersections (3D)

[ signalisation routiére et Objets
[ routes (logique)

Axes de routes

[ 1ntersections (logique)

[ Fond de Carte

[ Terrain

[] surface de roulement

Grille

[ 1mage de fond

[ Autres sous-réseaux

[ contour du terrain

[] surface physique
COUCHES OQUTIL: Zoom avant RESSOURCES

SELECTION

SELECTION HISTORIQUE

re de données utilisateur : C:\Program Files\OKTAL/SCANeRstudio 1.7renault/data/1st config/terrain|

Courtesy of Renault




Scenario & Traffic

Key Features

- Bring ego car into a multi-agent simulated
traffic model

- Traffic model based on Al able to generate
any kind of traffic situations.

- Create scenario via script or GUI
- Automation of scenario from Test Plan.

- Large asset of car, trucks, motorbike,
pedestrians, animals...

10 ey e R | - [« ||~ RO

Use case
- Create dynamics driving scenario
- Create variability of scenario

- Automate scenario creation for massive
simulation test
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Sensors

Key Features

- ldeal or physics-based model of
Camera, Radar, Lidar, Ultrasonic
sensors

Use case

- Model the ideal or physics-
based behavior of sensors

- Develop and test:

o perception, planning and control
algorithm (physics-based)

or

o planning and control isolated from
perception (ideal)

- Test ADAS feature robustness




Scenario Re-Creation From Real Data : Left turn in Pittsburgh

Recorded Sensor view

Powered by Edge Case Research

EDGE CASE RESEARCH
G MAKING AUTONOMY SAFER

Virtual Driver View

N

Top View

N

Ego car trajectory

J/
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Scenario Variation using ANSYS optiSLang (Dynardo ) EFTEETd )

The goal is to perform robustness and reliability analysis for parameterized driving
scenarios in a way that is much more efficient than Monte-Carlo Simulation.

OptiSLang Active  QptiSLang Reliability

Scenario Sampling — Analysis Scenari Cl?SEd-L-Oop
cenario Simulation
—p . > o
Creation of a Calculation of failure
Meta-model probabilities and

reliability index

—

Results (failures)
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Example of Scenario Variations (Jam-End, 9 parameters)

U] amEnd

Number of Failure Coeff. of | Reliability
samples probability | variation | index
Limit TTC =0.4
MCS 39.420.000 2 54*10'6 10.0% 4.56
AS 16.000 2 91%10° | 9.1% 454
ISPUD+FORM 7.000+5.500 2.31*10'6 9.5% 458

a Ego vehicle
@m Leading vehicle
Traffic

28,500 simulation runs using optiSLang
Vs.
39.420.000 using Monte-Carlo simulation







“ Functional Safety & Cybersecurity Analysis \

“Sensors \

BCIosed-Loop Simulation \
4 Control Software

“ Automated Driving Software \
“Vehicle Platform \




ANSYS SCADE provides a model-based software development flow

Requirements

with ISO 26262 certified code generation and AUTOSAR compliance
s ™

Ll

System
Requirements

o 7e;

Software

[
e [T s
B Traceability e lmme
‘:\, d .

Traceability =

Requirements

J

TR
ISO 26262
NS
AUTOSAR

System & Software Architecture
SCADE Architect

AUTESSAR

(

SCADESune @ . =
: O ASAM

Model Frmal
Checks V ificatio

Debu g Trne& SI ck

Simulation Optimization “’/

/ Certified Automatic Code Generation \

=
SCADE Suite KCG

* Portable ANSIC

 Fulfill embeddable code constraints
* APl on generated code

1ISO 26262

Software Design \

\ * MISRA Compliant j

Functional Safety Analysis

e ‘l ——— =

gy

T

+ KN

medml analyze

~ Twin Builder

Tests & Structural Coverage (host

@000000@003

SCADE Test

MilL & PilL testing
|

Functional Tests (Targ
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Closed-loop simulation of full AV stack (Software-in-the-loop)

* Physics-based sensor models allow testing of full AV software stack
* Run real-time asynchronous or externally synchronized simulation
e Distribute computing and rendering node on several CPU or GPU

* Massive simulation on HPC

CLOSED LOOP

Sensor Models, Radar, Camera, Lidar,

Environment nd Ultrasound, Speed, GPS, V2X

AV Software

Traffic Objects &

Behavior Perception | Motion Planning }’Motion Execution

VIRTUAL WORLD
VIRTUAL VEHICLE

Motion & Rendering <¢m Vehicle Components & Vehicle Dynamics
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5 Automated Driving Software

5.1 Perception testing (Open Loop)

m Perception testing (Closed Loop) \
mPlanning \




Why are edge cases a problem?

Miss Rate

False Alarm Rate

Perhaps your autonomy can detect
999 out of every 1,000 images with
pedestrians that walk on two legs.

But what if it only detected 700 out of
every 1,000 images with pedestrians
that use wheelchairs?

P ( accident | wheelchair) should be the same as
P ( accident | walker)

There are many more edge cases @ !



Finding and identifying the root causes of these edge cases

{ “sun glare”, “guardrail” } { “sun glare”, “fence’, { “sun glare”, “guardrail” }
“high-visibility vest” }

Root causes (“triggering events” per SOTIF) can be
hypothesized, validated, mitigated, and verified.
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Some Root causes can be surprising

, ”Children'l, : : “Sensor noise”

.

“Windshield wipers”

These results are from open-source neural networks. Your mileage may vary.




SCADE Vision (Powered by Edge Case research) filters through huge data
sets to identify real-world edge cases and safety risks

..but detection is weak in augmer
especially when bicyclist gets close.

The CNN detects'the bicyclist in baseline scene...

-

Noise : +/- 30 to each pixel
100

- (e BRI R

60

40

20 assifier Threghold
m-— seline
. ; R I I I O | pias l I8

0 25 50 75 100 125 150 175
Frame number

Average Pedestrian Confidence (%)




5 Automated Driving Software

mPerception testing (Open Loop) \

5.2 Perception testing (Closed Loop)
mPlanning \




Perception testing (HiL Simulation/Closed loop)

Camera Sensor
Simulation

' * Lens model

* Color filter
@ . Image sensor
<=7 « Circuit board

* Noise model

&= y,

[
»

Rendering data

Internal

Road Environment &

mera im ‘
Camera image L

Image Injection
Feedback Loop

Adapter

A

Real-Time Camera Adaption / Injection

[

e

d

WMBC [AF]: PAUSED #Conv: 0

e

M;:;‘:ccel EM:str EM RM

cony fail (foe): High-Var Non-Gays# Small-Sample Unstable Liyw-Quality
valid-veh-f: 0 (%0)

valid-alg-f: 0 (%0), 0,

(m}

00.021.88 0.0 Snow

00.04 -1.88 0.0 Snow

Internal

A

Scenario Simulation J

Simulation Bus 't Simulation

f Vehicle Dynamics 7

Camera Control

Dynamics data

)

over Ethernet

‘( Rest-of-bus \L ECU data

snq NYD J49A0

Client

eep ND3

Bus

Interface

A

A

't Simulation J‘ over USB




5 Automated Driving Software
mPerception testing (Open Loop) \

m Perception testing (Closed Loop) \
5.3 Planning
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Safe Software Architecture must be designed

for Integrating Neural Networks (Planning)

Can safety be guaranteed when
using neural nets and machine
learning?

No

Lack of controllability implies
a high ASIL level and demands
changes to safety concept

Because it is not possible to trace
decisions backward through a
neural net and connect them to
higher level requirements

A safe software architecture is
essential whenever neural nets
are used




Safe Software Architecture for Integrating Neural Networks

A COM-MON (Command and
Monitor) architecture is used
when using neural nets

Inputs

The “DOER” Algorithm can fail
arbitrarily (FA) meaning that
it can do wrong things in the
worst possible way

t

Safety is allocated to the monitor.
The monitor is developed using
MBSE, safety analyses, certified
code generation

The Safing Gate (the “CHECKER”)

urns the Algorithm into a fail

silent (FS) component, only
producing correct data or shutting

down
Unverified Verified
Unverified Inputs (FA) Output Output
""""""" » : FA .
> Algorithm ___(__)___ Safing Gate (FS)
Verified Inputs (FS) (FA) (FS)
A

Source: Carnegie Mellon University




“ Functional Safety & Cybersecurity Analysis \
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Control Software

“ Automated Driving Software

Bringing it
all together

6 Vehicle Platform
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Vehicle Dynamics Vehicle Dynamics

Key Features

- Complete accurate multi-body vehicle
dynamics in VRXPERIENCE Driving
Simulator

Or — connect any custom vehicle model through FMI,
C/C++, ANSYS Twin Builder

- Car, Truck and off-road vehicle models
- Consider road friction variation and wind

Use case

- Bring accurate vehicle dynamics model in
the loop

- Accurate dynamic simulation with driver in
the loop
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Summary: Connecting Real-Real World Driving

and Simulation to Achieve Safety of Autonomous Driving

Edge Cases Edge Cases
Identification Safety
Analysis
Sensor Scenarios
Data
. Scenarios
: BT Test results
Scenario Variations
Creation
Scenario
Execution
Software
under test

Simulation






